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Why Antipatterns?
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Site Reliability Engineering Patterns

O O

Users should never Engineer solutions to Don't feed the machines
notice an outage before eliminate classes of with human toil.

errors rather that being

satisfied with point fixes.

you do.
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O

Failure is an opportunity
to improve, not to
brandish pitchforks.
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Coffee Calamity At An Auckland Cafe
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What Can We Take Away From This Story?

Google

If you don’'t meet the expectations of your customers, they will
leave you — Set and meet SLOs aligned with customer happiness

Overloading the system leads to things falling over — Avoiding
Cascading Failure is paramount

Corollary: it's about people not software. If you burn-out your
people your systems and your business are in trouble — Avoid Ops
Overload

Adequate provisioning is key — Actively plan and manage your
serving capacity
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The Hotel Lock That Didn't
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Assess
impact

Debug
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Long-term fix

Mitigate
& verify

Short-term
fix

Underlying
causes
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Member of staff
sent to the room
to investigate

Assess
impact

Debug
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Long-term fix

Mitigate
& verify

Moved to a new

room.

Short-term
fix

Underlying
causes
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User error:
cleaning staff
keycards

Member of staff

sent to the room
to investigate

Assess Debug
impact
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Long-term fix

Mitigate Short-term

& verify fix 7\

Moved to a new
room.

Train staff on
door-locking
process.

Underlying
causes
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“Human”
errors are
really systems
problems.
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Change the

User error: keycard business
cleaning staff logic
keycards

Member of staff

sent to the room

to investigate

Assess Debug Long-term fix

impact

Mitigate Short-term Underlying E it eera

& Verlfy ﬁX } causes design and

implementation
Moved to a new
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What Can We Take Away From This Story?

Google

Trust is hard to gain and easy to lose — Customer empathy is
critical.

Lack of ownership — empower teams to mitigate and resolve
issues.

It's never human error — Human errors are really systems problems

Don't settle for point fixes — put long term fixes in place that
eliminate classes of errors.
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When Things Go Nuclear
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I'm extremely angry right now. People
should lose their jobs if this was an error.

--Hawaii State Representative Matt Lopresti
(in reference to the 2018 Hawaii nuclear alert false alarm)

Source: “How Hawaii Could Have Sent A False Nuclear Alarm”, Wired, Lapowski, . . . .
Google Januar y 13,2018 “ Site Reliability Engineering

https://www.wired.com/story/hawaii-nuclear-missile-alert-false-explanation/
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The Case for Blamelessness

e Failure happens. There is no way around it.
e Embrace failure to improve MTTD and MTTR.

e Proactively addressing failure — more robust systems.
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What Can We Take Away From This Story?

Google

Put away the pitchforks — They don't help system reliability.

You've already paid a price in an outage — reap a return on that
unplanned investment by learning as much as you can.

It's never human error — Human errors are really systems
problems.

If you blame employees for mistakes they don’t go away, they'll
simply stop telling you about them — Transparency and
blamelessness lead to more robust systems.
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Failure is an
opportunity to
Improve.

(so, put away the pitchforks!)



Site Reliability Engineering Patterns

O O

Users should never Engineer solutions to Don't feed the machines
notice an outage before eliminate classes of with human toil.

errors rather that being

satisfied with point fixes.

you do.
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Failure is an opportunity
to improve, not to
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Injured on Vacation? Applying
Principles from Site Reliability
Engineering to a Travel
Emergency

bit.ly/sre-travel-emergency
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Building Secure &
Reliable Systems

Best Practices for Designing, Implementing
and Maintaining Systems

Site

Rehablhty
Engineering

HOW GOOGLE RUNS PRODUCTION SYSTEMS

Reliability
Workbook

Practical Ways to Implement SRE

A . o Edited by Betsy Beyer, Heather Adkins, Betsy Beyer,
Edited by Betsy Beyer, Chris Jones, Niall Richard Murphy, David K. Rensin, Paul Blankinship, Piotr Lewandowski,
Jennifer Petoff & Niall Richard Murphy Kent Kawahara & Stephen Thorne Ana Oprea & Adam Stubblefield

Book covers copyright O'Reilly Media. Used with permission.

These are available in HTML format for free!
landing.google.com/sre/books/
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