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TRADITIONAL IT = LEGACY



What is IT as Code?

Al

S

Traditional IT IT as Code

The primary difference between traditional IT and IT as Code is the mindset,
method, and tools used to solve IT problems, deploy new solutions, and to deliver
solutions in an agile approach.
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RESISTANCE IS FUTILE, AUTOMATE
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Ops leam

DevSecOps added agile infrastructure [as code] to agile software development

DevoecUps added agile security [as code| 1o DevUps.



DEVSECOPS IS VERY PROMISING...
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1.Establish security work flow
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configuring by hand

automate.

create automation that helps cut down on
labor overhead and eliminates human error.

manually responding
to alerts and events

are proactive and use automation to deliver IT

being reactive _ ] _
as Code solutions in an agile approach.

enforce security controls programmatically.

manually

configuring security
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DevSecOps Cl/CD Pipeline Requirements
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Automation Integration

Agile Delivery Security
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SOUNDS EASY?



Level 5 DevSecOps Reference Architecture
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DoD Enterprise DevSecOps Architecture*®

Program
Source code
repository

*each DoD Program can have its own instantiation
of the DoD Enterprise DevSecOps Platform on any
Cloud.

** can be installed with single command and
deployed on any Cloud.

*** could be deployed inside an enclave or on-
premises

**** gives complete visibilities of assets,
security/vulnerability state etc. can be integrated to
existing cybersecurity shared services.

Application / Microservices
built by DoD Programs.

DoD Enterprise DevSecOps Platform**

Microservices Architecture
(ISTIO)

DevSecOps .
Container

: CI/-CD** Security
pipeline Stack

Sidecar

Fluentd Real-
time pushes

Kubernetes

Optional Abstraction Layer with
Red Hat OpenShift or PKS or CNCF
compliant Kubernetes Product

Artifacts
Repository**

Clasticsearch

Bare-metal, GovCloud, AWS Secret, Azure Secret,

mil Cloud, C2S, Jedi...***

https://software.af.mil/wp-content/uploads/2019/12/DoD-Enterprise-DevSecOps-Initiative-Keynote-v1.7.pdf

pulls

Centralized DoD
Enterprise DevSecOps

Artifacts Repository
Continuously
Hardens Docker Public
Images and Assesses Open
Source Libraries

DoD OCIO/DISA
Centralized

- Logs/Telemetry****

pulls

Per DoD Service for
Service-wide Visibility
Logs/Telemetry****
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DEVSECOPS IS COMPLICATED
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SECURITY TOUCHES EVERYTHING
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Infrastructure as Code (“laC”)

Configuration Management

API Integrations

Security as Code

Source Control
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Leverages the Sidecar Container Security Stack

up

up

LEVELURP

CLOUD

Development Teams can build
software/microservices leveraging

Application
Layer

NOA

hardened containers

1
l FE:,UP Brings baked-in security and
' Microservices architecture enablement

LEVELUPRP

Fully containerized, leverages DoD approved containers from DCAR
Development Team selects tools from 172 approved containers or custom

containers

CNCF compliant Kubernetes (K8S)
Includes Site Reliability Engineers (SREs) etc.

Development Team selects between approved K8S stacks

Environment Agnostic
Cloud One Preferred for unclassified (IL2, IL4, ILS)
Or SC2S/C2S/FENCES
Or on-premise/classified environments

Service Mesh
Layer

Continuous Integration /
Continuous Delivery
(C1/CD) Layer
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Platform
Layer
Infrastructure C33 g
c
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https://software.af.mil/wp-content/uploads/2019/12/DoD-Enterprise-DevSecOps-Initiative-Keynote-v1.7.pdf
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MANY LAYERS OF DEVSECOPS
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Microsoft
Powershell
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OpenSCAP
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Open Policy Agent




Example DevSecOps Cl/CD Pipeline

Source Code Build & Test laC

AKS
Node.js Jenkins Pipeline Load Balancers
Mocha S3 Bucket
VMWare

Security Scans &

Configuration Code Deploy Reporting
s
Apache Docker Images XCCDF Scans
RHEL Config Dockerhui XCCDF Reports
K8S Config Upload to S3
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PURPOSE-BUILT PIPELINES



Cl/CD Platform - Hybrid Architecture

Examples On-Premise Environment Cloud Environment

3 &) GitLab

circleci
J Azure DevOps

['&] refactr

DevOps Engineer



Why CI/CD Pipelines for DevSecOps with Hybrid Cloud?
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Users
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Moving to the cloud, still
requires hybrid approach

§ g
Shift Toward Everything-as-a-Service
Most organization not even close to 100% cloud

IT is shifting to software-defined everything,
not there yet

Configuration Complexity with IT as Code
In Hybrid Cloud Enviroments
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