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TRADITIONAL IT = LEGACY



vs.

Traditional IT IT as Code

The primary difference between traditional IT and IT as Code is the mindset, 
method, and tools used to solve IT problems, deploy new solutions, and to deliver 

solutions in an agile approach. 

What is IT as Code?





RESISTANCE IS FUTILE, AUTOMATE



Dev Team

Ops Team

DevSecOps added agile security [as code] to DevOps.

Security Team

DevSecOps added agile infrastructure [as code] to agile software development

IT as Code Requires DevSecOps





Instead of we

Instead of we

weInstead of

weInstead enforce security controls programmatically.configuring security
manually

are proactive and use automation to deliver IT
as Code solutions in an agile approach.

being reactive

create automation that helps cut down on 
labor overhead and eliminates human error.

manually responding
to alerts and events

automate.configuring by hand

Principles of DevSecOps
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Using a DevOps engineer mindset, 
we move IT from manual to automated solutions 

using DevSecOps automation tools and CI /CD pipelines. 

Procure IT as Code Run Job

IT as Code via DevSecOps Automation Pipeline



Automation Integration

Agile Delivery Security 

DevSecOps CI/CD Pipeline Requirements



SOUNDS EASY?
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https://software.af.mil/wp-content/uploads/2019/12/DoD-Enterprise-DevSecOps-Initiative-Keynote-v1.7.pdf

https://software.af.mil/wp-content/uploads/2019/12/DoD-Enterprise-DevSecOps-Initiative-Keynote-v1.7.pdf


DEVSECOPS IS COMPLICATED





SECURITY TOUCHES EVERYTHING



Infrastructure as Code (“IaC”)

Configuration Management

API Integrations

Source Control

Security as Code

DevSecOps Technology Stack



https://software.af.mil/wp-content/uploads/2019/12/DoD-Enterprise-DevSecOps-Initiative-Keynote-v1.7.pdf

https://software.af.mil/wp-content/uploads/2019/12/DoD-Enterprise-DevSecOps-Initiative-Keynote-v1.7.pdf


MANY LAYERS OF DEVSECOPS



Git AWS CFT Ansible KubernetesGoogle CloudAzure ARM 

OpenSC
AP

Open Policy 
Agent

And many more!Python PowershellTerraform



Source Code Build & Test IaC Configuration Code Deploy Security Scans & 
Reporting

Node.js
Jenkins Pipeline

Mocha

AKS
Load Balancers

S3 Bucket
VMWare

Apache
RHEL Config
K8S Config

Docker Images
Dockerhub

XCCDF Scans
XCCDF Reports
Upload to S3

Example DevSecOps CI/CD Pipeline
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tested.

Scripts and tools 
configure the 
systems and 
applications.
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PURPOSE-BUILT PIPELINES



On-Premise Environment
Servers

Desktops

Network 
Devices Web Portal

DevOps Engineer

Cloud EnvironmentExamples

On-Prem Agents

Cloud Agents

Git

CI/CD Platform – Hybrid Architecture



Users

IT is shifting to software-defined everything, 
not there yet

Moving to the cloud, still 
requires hybrid approach

Shift Toward Everything-as-a-Service
Most organization not even close to 100% cloud

Configuration Complexity with IT as Code
In Hybrid Cloud Enviroments

Why CI/CD Pipelines for DevSecOps with Hybrid Cloud? 
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